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1. Introduction

This report analyses the legislative and regulatory
landscape of Malaysia to understand how and

to what extent the governance of health data is Health Data Governance
addressed. The Health Data Governance Principles' Principles

were used as a framework for this analysis, to

explore and document how the principles manifest

in the existing legal and regulatory environment. Protect People

This entailed a content analysis of relevant legal
texts against the eight principles, the most specific 009 L
sub-level under the HDG Principles’ three broad '.‘ Protect individuals &
objectives to Protect People, Promote Health Value, communities

and Prioritise Equity.

%‘ Build trust in data
l"'

systems

Ensure data
security
Promote health value
ﬁ Enhance health
systems & services

& Promote data sharing &
interoperability
v

Enhance health systems
& services

Prioritise equity

v\ Establish data rights

& ownership
i

Promote equitable
benefit from
health data

)

1 View the Health Data Governance Principles: https://healthdataprinciples.org
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2. National legislative 3. Analysis of the
overview national legislative
environment

This section provides a timeline and brief summary
of legislation and regulation in Malaysia relevant to

health data governance, which were identified and

reviewed for this landscape. This provides the basis
for the content analysis that follows.

This section highlights where the Health Data
Governance Principles’ core elements are reflected
in the legal texts reviewed for the country. This is
based on a content analysis of relevant legal texts.
In Malaysia, the Acts and regulations with a

focus on health date back in 1971, with the

Medical Act?. This subsequently proceeded to
Acts and regulations focusing on telemedicine
(1997)3, and on healthcare facilities and services
(1998)%. The Telemedicine Act 1997° covers the
practice of medicine using audio, visual and data
communications. The Personal Data Protection
Act®, which was released in 2010, includes health
data as “sensitive data” in its definitions. There are
no current Acts specific to digital health or artificial
intelligence domains.

The Malaysia Personal Data Protection Act 2010
defines health data as "sensitive personal data”

and the governance of it has been included. It also
includes explicit definitions on “healthcare services”
and "healthcare professionals”. Telemedicine Act
1997 aims to regulate and control the practice of
telemedicine.

—— 2022
Cyber Security Bill (pending)

— 2010
Personal Data Protection Act 2010

—— 1998
Private Healthcare Facilities and
Services Act 1998

— 1997 .

Telemedicine Act 1997 (Act 564)

— 1971

Medical Act 1971 '

2 https://mmc.gov.my/wp-content/uploads/2022/06/Medical-Act-1971.pdf

3 https://www.moh.gov.my/moh/attachments/1205.pdf

4 https://www.moh.gov.my/index.php/database_stores/attach_download/317/27

5 https://www.moh.gov.my/moh/attachments/1205.pdf

6 https://www.malaysia.gov.my/portal/content/654

B
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Protect people

In terms of protecting individuals and communities, ~ To help ensure data security, the Personal Data

the Personal Data Protection Act 2010 defines Protection Act 2010 lists security principles for data
health data as “sensitive personal data” and users in section nine. It also contains provisions
contains statements on how it should be to protect personal data from any loss, misuse,
processed, which includes consent, storage, and modification, unauthorised or accidental access or
how data can be shared. disclosure, alteration or destruction.

With regard to building trust in data systems,

the Telemedicine Act 1997 highlights the need
for consent from patients before sharing any
information or image via telemedicine interaction
to any research or any other person. This will help
to build trust for practicing telemedicine.

Protect People

Protecting Individuals and Communities Building Trust in Data Systems

1.2.1 Align
with best
1.1.1 Address individual and lgl'égc?:ns':s;r;gzcae 1.2.5 Ensure data quality, practices
collective risk . 9 1.2.8 Institute  availability and accessibility for data
mechanisms f .
eedback and protection
accountability and privacy
mechanisms
1.1.3 Collect personal or ljizczl\a/:am
sensitive data only when . . p———
necessary and with informed 1.2.4 Define 1.2.7 Establish
A 1.2.2 Ensure concrete transparent where .
1.1.7 Institute consent is exceptions accessible appropriate
safeguards informed to informed processes and
against and:pdelrls- consent BEEE 1.2.6 Reinforce
discrimina- . tood in a .|ts health data
tion, stigma,  11.2 '1.1.6 Deflr?e complex!t!es governance
harassment  Collect inappropriate  complexities with evidence
and bias data with uses of health
safeguards a defined data Ensuring Data Security

a-gair!st. pHTPOSEs 1.1.5 Use de- 1.3.3 Ensure transparency
discrimina- identification 1341
tion. sti 3. around data breaches

! gma, and H
harassment isati 1.1.8 Provide FEsiE
and bias SHRIIISA N Lidance strong 1.3.2 Mitigate

9 technical risks related

security to security 1.3.4 Consider federated data
measures threats systems
for data
processing

specific to
marginalised
groups and
population

Key Findings Colour Code

Principle highlighted in green were covered in the existing acts/regulation. _
Principle highlighted in gray were not covered in the existing acts/regulation




E Malaysia country report | 6

Promote health value

Towards enhancing health systems and services, In relation to promoting data sharing and

the Private Healthcare Facilities and Services Act interoperability, the Personal Data Protection Act
1998 promotes the quality of health services by 2010 includes the need for data requests in order
stating in Section 74 that “every private healthcare ~ to obtain the data. There was no mention about
facility or service shall have programmes and interoperability or standards.

activities to ensure the quality and appropriateness
of healthcare facilities and services provided.”

Promote Health Value

Promote Data Sharing and Interoperability Enhance Health Systems and Services

2.1.4 Address health system
2.2.1 Establish data sharing rules and guidelines 211 efficiency, effectiveness and
o resilience

Evaluate the

benefits of

health data 21.3
Encourage a
culture of
data-led
insights and

2.2.4 Define common data
structures across health
systems 2.1.2 Use data

to enhance !
health actions

2.2.3 Promote interoperability servileas far

of data systems o divi
4 2.2.5 Define multiple levels of individuals

and
data access

communities

Facilitate Innovation Using Health Data
2.2.6 Use 227 . .
common S 2.3.1 Apply 2.3.2 Address | 2.3.3 Build public health data
e upport 3

definitions multi-sector health data the use of infrastructure

222 and global h governance non-health
t h

Validate informed consent standards Parinersnips 1 1o emerging | datain health

bR e technologies || contexts 2.3.4 Employ policy innovation

Key Findings Colour Code

Principle highlighted in green were covered in the existing acts/regulation.
Principle highlighted in gray were not covered in the existing acts/regulation

. |




Prioritise equity

When it comes to establishing data rights and
ownership, the Private Healthcare Facilities and
Services Act 1998 includes provisions regarding

a patient’s right to their records and in relation to
healthcare services provided by any healthcare
facility or service, including privacy, confidentiality
of information and access to patients’' medical
reports and records. The Personal Data Protection
Act 2010 included a section on “right of access

E Malaysia country report | 7

to personal data" where a data access request is
needed with certain requirements to access the
data from the data users. However, data users do
not hold the personal data but rather control the
process.

The current legislative landscape does not
facilitate the promotion of equitable benefits from
health data.

Prioritise Equity

Establish Data Rights and Ownership Promote Equitable Benefits from Health Data

3.2.7 Connect

to broader . . .
- 3.2.3 Codify data rights and ownership
mechanism
3.2.1 Apply a human rights lens to health data
governance
3.2.2 Define
clear gover- 3.2.5
3.2.6
nance roles Develop Emplo
and responsi- EPRY STl KeETES health arficiya-
bilities rights and ownership  [eELES Eor d:fta
to products and trusts and U
. governan-
services health
ce mecha-
data coo-

. nisms
peratives

Key Findings Colour Code

Principle highlighted in green were covered in the existing acts/regulation.

Principle highlighted in gray were not covered in the existing acts/regulation

3.1.6 Promote
equitable
impact and
benefit

3.1.4 Use accessible language and plug knowledge gaps

3.1.2 Consider the unique needs of marginalized
groups and population

3.1.1 Represent all groups and
populations equitably in data

3.1.3 Mitigate

data bias
3.1.5 Implement inclusive data
feedback mechanisms

1
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Complete list of Health Data Governance Principles core elements

1. Protect People and Communities

1.1.1 Adress indivual and collective risk

1.1.2. Collect data with a defined
purposes

1.1.3 Collect personal or sensitive data
only when necessary and with informed
consent

1.1.4. Use secure data collection and
storage mechanims

1.1.5 Use de-identification and
anonymisation

1.1.6.Define inappropriate uses of
health data

1.1.7. Institute safeguards against
discrimination, stigma, harassment,
and bias

1.1.8. Provide guidance specific to
marginalised

groups and populations

1.2.1. Aling with best practices for data
protection and privacy.

1.2.2. Ensure consent is informed and
understood in all its complexities.

1.2.3. obtain collective consent where
appropriate

1.2.4. Define concrete exceptions to
informed consent

1.2.5. Ensure data quality, availability,
and accessibility

1.2.6. Reinforce health data goverance
with evidence

1.2.7. Establish transparent and
accessible processes and systems

1.2.8. Institute feedback and
accountability mechanisms

1.3.1. Require strong technical security
measures for data processing

1.3.2. Mitigate risks related to security
threals

1.3.3. Ensure transparency around data
breaches

1.3.4. Consider federated data systems

2. Promote Health Value

2.1.1 Evaluate the benefits of health data

2.1.2. Use data to enhance health
services for individuals and
communietes

2.1.3. Encourage a culture af data -led
insights and action

2.1.4 Adress health system efficiency,
effectiveness, and resiliance

2.1.5. Strengthen community ownership
of health data

2.1.6 Enable and empower frontifine
health workers

2.2.1. Establish data sharing rules and
guidelines

2.2.2. Validate informed consent before
sharing data

2.2.3.Promote interoperability of data
systems

2.2.4 Define common data structures
across health systems

2.2.5 Define multiple levels of data
access

2.2.7 Support multi-sector partneship

2.3.1. Apply health data goverance to
emerging technologies

2.3.2. Adress the use of non- health
data in health contexts

2.3.3. Build public health data
infraestructure

2.3.4. Employ policy innovation

3. Prioritise Equity

3.1.1. Represent all groups and
populations equitabably in data

3.1.2 Consider the unique needs of
marginalised groups and populations.

3.1.3 Milgate date bias

3.1.4 Use accessible language and plug
knowledge gaps.

3.1.5 Implement inclusive data
feedback mechanisms

3.1.6 Promote equitable impact and
benefit

3.2.1 Apply a human rigths lens to
health data governance

3.2.2. Define clear goverance roles and
responsabilities

3.2.3 Codify data rigths and ownership

3.2.4 Extend data rigths and ownership
to products and services

3.2.5 Develop health data trust and
health data cooperatives

3.2.6. Employ participatory data
goverance mechanisms

3.2.7. Connect to broader accountability
mechanisms



